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“UcmoyHuKkom eHewHell y2po3bl UHGhOPMaUUOHHOU 6e3onacHocmu Pocculickol dedepayuu
sensiemcs pa3pabomka psiooMm 2ocydapcme KoOHuenuul uHghopMayUuoHHbIX 8OLH,
npedycmampuearoujux cozdaHue cpedcme ornacHo20 eosdelicmeusi Ha UHGhOPMaUyUOHHbIe
cebepbl Opyaux cmpaH Mupa, HapyuweHue HopMasibHO20 (OYHKUUOHUPOBAHUSI
UH(OPMaUyUOHHbIX U MeJTIeKOMMYHUKaUUOHHbIX cCUCMeM, COXPaHHOCMU UH(OPMaUuUOHHbIX
pecypcoes, rnojly4yeHue HecaHKUUOHUPO8aHHO20 docmyna K HUM”

(JokmpuHa uHghopmayuoHHoU 6e3onacHocmu Pocculickol ®edepayuu, ymeepxOeHHas!
lpe3udenmom Pocculickoli ®edepayuu 9 ceHmsi6psi 2000 2.).
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BBeapeHuUue

Breicokne Temmbl pa3BUTHS  MH(GOPMALMOHHBIX CHCTEM  PA3jIMYHOTO  HAa3HAYCHUS,
KOMIIbIOTEpHBIX ceTell Tuna WurtepHer u snekrpoHHbix CMMUW npuBenn Ha pyOexe
THICAYENIETHIH K (POPMUPOBAHHIO TJI00AIEHOTO MH(G)OPMAIIMOHHOTO MpocTpaHcTBa. Hapsimy c
CYXOITyTHBIM, MOPCKHMM, BO3IYIIHBIM U KOCMHUYECKMM IPOCTPAHCTBOM, HH(OPMALMOHHOE
MPOCTPAHCTBO B apMUAX HawOoJiee Pa3BUTHIX CTPaH CTAJO AKTHBHO HCIIOJIB30BATHCS IS
pelieHus: LIMPOKOro Kpyra BOCHHBIX 3a/1a4.

Bcenencreue YSI3BUMOCTH MH(}OPMaIlMOHHO-KOMMYHUKALIMOHHBIX CUCTEM K
PaaMO3IIEKTPOHHBIM M IIPOTPaMMHO-aNNapaTHBIM BO3JEHCTBHUAM B MUPE BO3HMKIIO U CTAJIO
OBICTPO PacHpOCTPaHATHCS HH(GOPMALMOHHOE OpYyXHe, 00jajaroliee TpaHCIPAaHUYHBIMU
MOopaXaromuMH (akTopaMu, pe3Ko Bo3pociia pojb MH(GOPMALMOHHOW BOWHBL. Poccuiickas
@denepanysi, CTPEMUTENBHO NPOABHUrarolasics O MyTH HHPOpMaTH3aluu Bceex chep
KU3ZHEJESITeNIbHOCTH OOIIecTBa, oOKa3ajgach Mepel JIMIOM HOBOM CEpbe3HOW YIrpo3bl,
HCXOIAIIEH U3 TII00aTEHOTO WH()OPMAITMOHHOTO TIPOCTPAHCTBRA.

UpesBpryaitHas BaXHOCTh MTPOTHUBOJCHCTBUS aKTaM arpecCHBHOM MH(POPMAIIMOHHON BOHBI
BriepBeie Obuta oTMeueHa B JlokTpuHe wuHdopmanmonHo Oe3zomacHocTH Poccuiickoi
Oenepannn, yrBepxkaeHHor Ipesumentom Poccuiickoit ®enepamun 9 centsiops 2000 r. B
HEW OMpeNesieHO, YTO OJHMM W3 NMPUOPUTETHBIX HANPABICHUN MPOTHUBOJACHCTBHUS JAHHOU
yrpo3e SIBISETCS  PEIICHWE 3aJad  “‘COBEPIICHCTBOBAHHS IIPHUEMOB H  CIIOCOOOB
CTPAaTeTUYECKOW M OINEpPAaTUBHONW MACKHUPOBKH, Pa3BEAKH U PAJAMOIIECKTPOHHON OOPHOBI,
METOJIOB M CPEJICTB aKTUBHOTO MPOTHUBOACHCTBUS HWH(POPMAIMOHHO-TIPOMATAHIUCTCKAM H
MCUXOJOTUYECKUM OTIE€palysiM BEpOATHOTO MPOTHUBHHMKA. Kpome Toro, B mocneaHee Bpems
BCJICICTBME IIUPOKOrO NPUMEHEHUS B CHUCTEMax YIPaBICHUS BOWCKAMH M OPYKHEM
KOMIIBIOTEPHON TEXHUKH, ITOT MEPEUYEHb IOTOJHWICS 3aJadyeil 3auuThl WHOOPMAIMOHHOM
uHppactpykrypsl Boopyxkennsix Cun Poccuiickoit ®enmepanuu OT pa3IMYHOTO POJia
KOMITBIOTEPHBIX aTaK.

OmbIT BOOPY)KEHHBIX KOH(DJIMKTOB TIOCICTHEr0 JECATUJICTHS, a TaKKe MpPaKTHKa
OTIEPAaTHBHOM TMOATOTOBKM BOWCK W IITA0OB IMO3BOJISIOT KOHCTAaTHPOBATh, YTO B HACTOSIICE
BpeMss B Boopyxkennbix Cmiax Poccuiickoit Denepanuu ClIOXWIACh IEJbHAs CUCTEMA
NEATENBbHOCTH, TpH3BaHHAs oOecnednTh 3(()EKTUBHOE CIep)KUBaHWE, MPEAOTBpAEHUE WU
paspenieHrne BOCHHBIX KOHQIMKTOB B HH()OPMAITMOHHOM IMPOCTPAHCTRE.

Hacrosimue KoHuenTyanbHble B3IUIsIIbI PACKPBIBAIOT OCHOBHBIE ITPUHIIMIIBI, IIPAaBUJIA U MEPBI
JIOBEpUs, B COOTBETCTBMM C KOTOpeIMM Boopyxennsie Cunbl Poccuiickoin ®enepannn
UCHOJb3YIOT I1100aabHOe WH(GOPMAIMOHHOE MPOCTPAHCTBO Ui pelleHHs 3a7ady 0OOpOHBI U
0€30MaCHOCTH.

1. OCHOBHble TEPMUHbI U ONPEAEAEHUA

JInst nieneit HaCTOAIEro TOKyMEHTA UCHOJIb3YIOTCS CIIEIYIOLME OCHOBHBIE TEPMUHBI U
ONpEe/IeTICHUS:

e BoeHHblii KOHPIUKT B UWHGOPMALMOHHOM TPOCTPAHCTBE - GoOpMa pa3peuieHus
MEXTOCYJapCTBEHHBIX WJIM BHYTPUIOCYAApPCTBEHHBIX MPOTHBOPEUYMHA C NPUMEHEHUEM
MH(POPMAIIMOHHOTO OPYXKHUS.
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e JlesaTeNbHOCTh BOOPYKEHHBIX CHJI B MH(DOPMAIIMOHHOM MPOCTPAHCTBE — UCIOJIH30BAHUE
BOOPY)KEHHBIMH CHJIaMU WH(GOPMAIIMOHHBIX PECYPCOB ISl PEUICHUs] 33a1ad OOOPOHBI H
0€30I1aCHOCTH.

o UMudopmarmonHass 0€30TaCHOCTh BOOPYKCHHBIX CHJ - COCTOSIHHE 3allUIICHHOCTH
MH()OPMAIIMOHHBIX PECYPCOB BOOPYKEHHBIX CHJI OT BO3JCHCTBHSI HH(DOPMAIMOHHOTO
OPYXKHSL.

o HMHudopmarmonHas BoiiHA - TPOTHBOOOPCTBO MEKIAY ABYMS WM OoJjiee TocynapcTBaMu B
HH(GOPMALIMOHHOM IIPOCTPAHCTBE C IIEJIBbI0 HAHCCCHHUS yiiepda HH(POpPMAIMOHHBIM
CHUCTeMaM, IMpoleccaM M pecypcaM, KPUTHYECKH BaXKHBIM W JPYTUM CTPYKTYpaM,
MOJApPbIBA MMOJUTHYECKOM, SKOHOMHYECKOM M COIMAJIbHOM CHUCTEM, MacCHPOBAHHOMU
TICUXOJIOTMYECKON 00paOOTKM HACENEHUs IS IECTa0MIN3aIiiy 00IIeCTBa U TOCYIapCTBa,
a TaKKe TPHHYKICHUS TOCylapcTBa K TPUHATHIO pEIICHWH B  HWHTEpecax
MPOTUBOOOPCTBYIOIIEH CTOPOHBHI.

e UudopmanuonHas UHOPACTPYKTypa - COBOKYIMHOCTh TEXHHUYECKHUX CPEJICTB M CHCTEM
(dbopMupOBaHHsI, CO3JaHUs, MpeoOpa3oBaHMs, IMEpPeNavyd, HCIIOIB30BAHUS W XPAHCHUS
nH(pOpMaINH.

e HHbopmarmonHoe OpyXKHe - HHPOPMAIIMOHHBIC TEXHOJIOTHH, CPEICTBA W METOJHI,
MIPUMEHSEMBIC B EJISIX BEACHUS HHPOPMAIIMOHHOW BOWHBI.

e UudbopmanmoHHoe MpOCTPaHCTBO - cepa IesATeTLHOCTH, CBA3aHHAs ¢ (hOPMUPOBAHHEM,
CO3/ITaHMEM, TIPEe0Opa3oBaHUEM, Mepeaaveii, NCIOIb30BaHUEM, XpaHEHHeM WHMOpMaIny,
OKa3bIBAIOIIAsl BO3JCHCTBHEC, B TOM UYHCIC HAa HWHIWBUIyaJbHOE M OOIIESCTBEHHOC
co3HaHue, MHPOPMAITMOHHYIO HHOPACTPYKTYPY U COOCTBEHHO MH(OpMAITHIO.

e Uudopmanmonnsie pecypchl - nHMGOpPMAIMOHHAsT HHOPACTPYKTYpPaA, a TaKkKE COOCTBEHHO
nH(pOopMaIUs U €€ MOTOKH.

o KpusucHas cuTyanusi — 3TaI 3CKajaluu KOHPIMKTA, XapaKTepU3YyIOIIHICS TPUMEHEHHEM
BOCHHOM CHJIBI JIJISl €TO Pa3peIICHHMS.

e MexnayHapoaHas w#HGOPMANMOHHAsA O0€30MacHOCTh - COCTOSHHE MEXIYHAPOIHBIX
OTHOIIICHUH, WCKIIIOYAIOIIEEe HAPYIICHHE MHUPOBOM CTAOMIBHOCTH W CO3JIaHHUE YTPO3bI
0€301aCHOCTH TOCYIaPCTB U MHUPOBOTO COOOIIECTBA B MH(POPMAIIMOHHOM IPOCTPAHCTBE.

e Cucrema oOecreueHuss uHOpManMOHHON Oe3omacHocTH Poccuiickori ®enmepanum —
YacTh CHCTEMBl OOCCIICUYCHMS HaIlMOHAJIBHOW OE€30TacHOCTH CTpPaHbI, MpeaHa3HAYCHHAas
JUTSI peaTu3aiii TOCyIapCTBEHHON MOTMTHKU B chepe nHPOopMarmoHHON 0€30TaCHOCTH.

2. MpyUHUUNBI

HestensHocth Boopyxkennbix Cun  Poccuiickoit  ®eaepaiun B “HGOPMaLOHHOM
MPOCTPAHCTBE  CTPOUTCS  HUCXOAS U3  COBOKYIIHOCTHM  IPHUHIIMIIOB:  3aKOHHOCTH,
MIPUOPUTETHOCTH, KOMIUJIEKCHOCTH, B3aUMOJICHCTBHUSI, COTPYJHUYECTBA, UHHOBALIMOHHOCTH.

2.1 3aKOHHOCTb

CobOmrofieHre TpUHIMINA 3aKOHHOCTH TpedyeT oT Boopyxkennsix Cun Poccuiickoit
@denepanii B X0J€ CBOMX JCHCTBUII B MH()OPMALMOHHOM MPOCTPAHCTBE HEYKOCHUTEIHHO
PYKOBOJACTBOBaTbCS ~ HOpPMaMM W MPUHIMIAMH  JICWCTBYIOIIETO  POCCHUHCKOTO
3aKOHOJATENhCTBA, a TaKXkKe OOIIENPU3HAHHBIMU HOPMaMU U MPUHIMIIAMHA MEXIYHAPOIHOTO
mpasa.

B wacraoctn, B cootBercTBUM co cT.20 BoenHoii moxtpunbl Poccuiickori deneparuu
npuMenenne Boopyxennsix Cun Poccutickoit denepanuu B MUPHOE BpEMsI OCYILIECTBIISIETCS




no pemennto Ilpesunmenra Poccuiickonn @Pexepauuu B HOPSAKE, YCTAHOBJICHHOM
(denepalbHBIM 3aKOHOAATEILCTBOM. Tak, pelieHHe Ha NpuMeHeHne BoopykeHHBIX Cui
Poccuiickoit @enepaunn 3a npeaenamu teppuropun Poccuiickoit @enepaun NPpUHAMAETCA
IIpesuaentom Poccuiickoit denepaliud Ha OCHOBAHMH COOTBETCTBYIOIIEIO MOCTAHOBJICHUS
Coseta ®enepannn Denepansuoro Codbpanusi Poccuiickoit @enepannu. JlaHHOE T0JI0KEHUE
CIelyeT pacIupoCTpaHUTh Takke M Ha mnpuMmeHeHue Boopyxennbix Cun Poccuiickoit
Odenepanyu B HHPOPMAITHOHHOM IPOCTPAHCTRBE.

Uro kacaercs MexayHapogHoro mpasa, To Boopyxkennwslie Cunbl Poccuiickoit ®@enepauuu
MPUMEHUTEIBHO K OCOOEHHOCTSIM BOEHHOW JESATENIbHOCTH B INI00AaIbHOM HH(DOPMAIIMOHHOM
IIPOCTPAHCTBE PYKOBOJACTBYIOTCS CIEAYIOIIUMH €0 HOpMAaMH U IPUHIUIIAMM

yBa)K€HHE rOCyJapCTBEHHOTO CYBEPEHUTETA,
HEBMEIIATEIbCTBO BO BHYTPEHHHE Jiea IPYTUX TOCyIapCTB,
HENPUMEHEHHE CUIIBI U YTPO3bl CUJIOH,

MIPaBO Ha UHAMBUAYATIbHYIO U KOJIJIEKTUBHYIO CaMOOOOPOHY.

Kpome Toro, BoopyxeHHble Cunbl Poccuiickon Pepepaumm pyKOBOACTBYHOTCS HOpMaMu
MEeXOYHapoAHOro ryMaHuTapHOro npasa (OrpaHvyeHne HensbupaTernbHOro npUMeHeHNs
MH(POPMALIMOHHOTO OPYXWs; YCTaHOBIieHWe ocobor 3awmuTbl AN  MHGOPMALMOHHbBIX
0OBLEKTOB, ABNALWMXCHA NOTEHUMANBHO OMaCHbIMU UCTOYHUKAMMN TEXHOTEHHbIX KaTacTpod;
3anpeLleHne BeporioMHbIX METOA40B BeAeHUS MHPOPMaLIMOHHOW BOMHbI).

2.2 lpUOPUTETHOCTDb

CoOmroieHre MPHHIAIIA TPHOPUTETHOCTH TpeOyeT oT Boopyxkennsix Cunm Poccuiickoit
denepaniii B XOAE€ CBOCH JEATCILHOCTH B HMH(MOPMAIMOHHOM IPOCTPAHCTBE B
MIEPBOOYEPETHOM TIOPSJIKE CTPEMHUTHCS K COOPY aKTyaJlbHOM M JOCTOBEPHOU MH(MOpMAIH 00
yrpo3ax, €e ornepaTUuBHON 00paboTKe, TIIyOOKOMY aHAJIM3y U CBOEBPEMEHHOM BBIPAOOTKE MEP
3amuThl. Bce 3TO B COBOKYITHOCTH CO37aeT OJaronpusATHbIC YCIOBHS s 3(PGHEKTHBHOTO
YOpaBJICHUS  BOWCKAMH M OPY)XHEM, IMOJJACpKaHUsA HEOOXOIMMOIro  MOPAJIBHO-
TICUXOJIOTHYECKOTO COCTOSIHUS JIMYHOTO COCTaBa.

[TpunsATHE KOMIUIEKCAa MEp MO 3aluTe MHPOPMAMOHHBIX PECYPCOB, MO3BOJIUT B YCIOBUAX
MHGOPMALIMOHHOM BOWHBI H30€XaTh JE30pPUEHTALlMM OPraHOB BOEHHOIO YIIPaBJICHUS,
JI€30praHu3allil CUCTEMBl YIpPaBICHHUS BOMCKAMU M OpYXKHEM, KaTacTpo(pUUeCKOTo
paspylieHUs] 3J€MEHTOB THUIOBOW M TPAHCIOPTHOW HHQPACTPYKTYpPHI, IEMOpaIU3aluu
JUYHOIO COCTaBa M HACEJICHUS B 30HE BOCHHBIX JEHUCTBUN. B COBpEMEHHBIX YCIOBUAX
HE00X0AUMOCTh MPUHATHS JaHHBIX MEp B MPUOPUTETHOM MOPSAJIKE 00YCIaBIMBAETCS, B TOM
YHClie TEeM, YTO CeldYac COTHM MUUTHOHOB 4YeNOBEK (Ieble CTpaHbl M KOHTHHEHTBI)
BOBJIEYEHbl B €IMHOE TIJI00anbHOe MH(OPMAMOHHOE TMPOCTPAHCTBO, OOpa30BaHHOE
WntepHeroMm, anektponHsiMu CMU 1 cucremamMu MOOUIIBHOM CBSA3H.

2.3 KOMNAEKCHOCTb

CoOnronenue MpHUHLUIA KOMIUIEKCHOCTH TpeOyeT oT Boopyxennbix Cun Poccuiickoit
denepany B X0JIe CBOEH NEATEIBLHOCTH B MH(GOPMAIIMOHHOM IPOCTPAHCTBE HCIOJIB30BATh
BCE UMEIOIIUECS CHIIBI U CPECTBA s 3(PPEKTUBHOTO pelIeHHs] CTOSAIINX Mepel HUMH 3a/au.
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B 1ienom nestenbHOCTh B MH(OOPMAIIMOHHOM MPOCTPAHCTBE BKIIFOYAET MEPOTIPUATHS IITA00B
M JICHCTBHS BOMCK IO pa3BeIKe, OINEPaTUBHON MACKHPOBKE, PaJHO3JICKTPOHHON OO0phoe,
CBSI3H, CKPBITOMY M aBTOMATH3HUPOBAHHOMY YIIPABJICHHUIO, HTHPOPMAITMOHHOH padoTe mTaboB,
a TaKXKe 3allUTe CBOUX HHPOPMAITHOHHBIX CUCTEM OT PATUOJICKTPOHHBIX, KOMIBIOTEPHBIX U
HHEBIX BO3JCHCTBUH.

JlesTenbHOCTh B MH(GOPMAIMOHHOM MPOCTPAHCTBE MPEJCTABIIET COOOW COTIacOBAHHYIO
€AVHYIO CUCTEMY, B KOTOPOM Ka)K/IbIii KOMIIOHEHT BBIIIOJIHAET CBOM 33J1a4M NPUCYILUMH EMY
croco0amMu ¥ IPHEMaMH, a C IPYrOi CTOPOHBI, HHTETPUPYACH B SMHYIO CUCTEMY, MTOBBIIIACT
BO3MOKHOCTH BCEH CHCTEMBI IO JOCTWKECHMIO IENIeH, CTOSMX Iepen BoopyxkeHHbIMU
Cunamu Poccuiickoit denepanuu.

B opranuzanuu nesTenbHOCTH B MH(MOPMAILIMOHHOM IPOCTPAHCTBE B MHUPHOE, B BOEHHOE
BpeMs, MNpH TMOArOTOBKE © B Xojae omepanuid (0OEBBIX JEHCTBUI) TPUHUMAIOT
HEMOCPECTBEHHOE yJacTHe KOMaHJOBaHHE U IITa0bl BCEX YPOBHEH.

Kaxnplifi M3 3TUX OpraHoB YIpaBJI€HHS B COOTBETCTBMM CO CBOMMU GYHKIMSIMH U
OTBETCTBEHHOCTBIO pa3palaThIBaeT M IUIAHUPYET MEPONPHUSATHS U JEHCTBUS MOTYMHEHHBIX
BOMCK, 00bEIMHEHHbIE €IUHBIM 3aMbICIIOM JEUCTBUN B HH()OPMALIMOHHOM MTPOCTPAHCTBE.

2.4 BsaumoaeuncTBUE

CoOmroieHre IPUHIINIIA B3aUMOJICHCTBUS TpeOyeT oT MuHOOOpoHBI Poccuu corracoBhIBaTh
CBOMW JCHCTBUS B WH(POPMAIMOHHOM IPOCTPAHCTBE C APYTUMHU (eaepalbHBIMU OpraHaMu
WCIIOJTHUTEIPHOHN BIIACTH.

B3aumopelicTBue OCyIIECTBISETCS B paMKax CHCTeMbI oOecrnedeHus HHGOPMAIMOHHOU
oe3onacHocTH Poccuiickoit ®Denepanuu, onpeaeneHHoW J[okTpuHOW wWHGOPMAIIMOHHON
6ezomacuoctu Poccuiickoit @enepanuu (2000 r.).

2.5 CoTpyAHUUYECTBO

CobOmrofieHe  MpUHIUIIA  COTPYOHMYECTBA  TpeOyeT  cOTjlacoBaHMsl  YCHIMH €
JPY’KECTBEHHBIMH TOCYIapCTBAMU U MEXKIYHAPOIHBIMHU OPTraHU3aALUIMHU.

OCHOBHOM 1IEJIBIO PA3BUTHS COTPYIHUYECTBA HA ITI00AIBHOM YPOBHE SBJISICTCS YCTAaHOBJICHUE
MEX/IyHapOAHO-TIPAaBOBOIO PEXKMa, PETYIHUPYIOLIETr0, B TOM YHUCIIE, BOCHHYIO JEATEIbHOCTb
rocyJapcTB B MUPOBOM HMH(OPMAIIMOHHOM IMPOCTPAHCTBE HA OCHOBE MPHUHIIMIIOB U HOPM
MEXAYHapOAHOIO IIpaBa.

Pa3BuTne coTpynHMYECTBA HA PErHOHAJIBLHOM YPOBHE MPECIEAYET CIEAYIOUIUE LEIH:
CO3/IaHME MEXAHU3MOB MPUHATHS 3PPEKTUBHBIX KOJIEKTUBHBIX JCHCTBUHN, HAIIPAaBJICHHBIX Ha
BBISIBIIGHHE,  NpPEOyNpexJIeHHe W IpeceueHue  NpUMEHEHHs  MHGOPMAalUOHHO-
TEJIEKOMMYHUKAIIMOHHBIX TE€XHOJIOTUH Ul yrpo3bl MUPY U O€30MaCHOCTH, OCYILECTBICHUS
aKTOB arpeccuy yperyiMpoBaHHE U pa3pelieHHe MEeXIyHAapOIHbIX CIOPOB U KOH(IUKTHBIX
CUTYyaLuH, CBSI3aHHBIX € BPKIECOHBIM  HCIIOJIb30BaHHEM UH()OPMALIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHUH, YKpEIJIeHHE IO0BEpHs B 00JAcTH HCIOJIb30BaHUS
MH(GOPMAIMOHHBIX CHCTEM TPAHCTPAHUYHOTO XapakTepa M oOecredeHne O0e30MacHOCTH
MCIOJb30BAHUS €IMHOTO HH(POPMALMOHHOTO MPOCTPAHCTBA.




2.6 UHHOBALMOHHOCTb

CobnroeHye NMpUHIMIIA WHHOBAIIMOHHOCTH TpeOyeT oT Boopyxkennsix Cun Poccuiickoit
@enepauuy  KCNOJIB30BATh JUIsl TMOATOTOBKM M OCYIIECTBIICHHsI JI€ATEIBHOCTH B
MH(GOPMAIIMOHHOM TPOCTPAHCTBE HANOOJIEe TIePEIOBBIE TEXHOJIOTHH, CPEACTBA M METOIUKH,
a TaKKe TPUBICKATh K pPEIICHHIO 3a7ad 10 HWH(POPMALMOHHOW 0e301acHOCTH
BBICOKOKBaJIM(DUIIMPOBAHHBII TMYHBIA COCTAB.

[Tostomy mnsi pa3pabOTKM W TPOU3BOJACTBA TAaKUX CPEACTB M TEXHOJOTHH MOXKET
IIPUBIIEKATHCS Hay4HO-IIPOU3BO/ICTBEHHBIN MTOTEHIMAT Haubosee MEPEA0BBIX
WHHOBAIIMOHHBIX 1IeHTpoB Poccuiickoit deneparuu, a cama pa3zpaboTka OCYIIECTBIATHCS B
pamMKax rocyJapCTBEHHBIX U BeAOMCTBEeHHBIX niporpamm 1 HUOKP.

[ToaroroBka crnenuagucToB B cdepe OpraHuU3ald M OCYIIECTBJICHHS JEATEIbHOCTU B
I/IH(l)OpMaIII/IOHHOM IMPOCTPAHCTBC MPOBOAUTCA B 06paBOBaTeJ'II>HI>IX YUPCKACHUAX BBICIICTO
npodeccuoHanbHOTO 00pa3zoBanust MunuctepcTBa 000poHsl Poccuiickoit deneparun.

Kpome Toro, mist pemenus 3amad wHbOpMarmoHHOW Oe3omacHocTH BoopyxkeHHbIx Cui
Poccuiickoit ®denepanii  MOTYT TPUBJIEKATHCS, B YCTAHOBJICHHOM 3aKOHOJATEIHCTBOM
Poccuiickoit ®eneparuu MOpsIKe, CICIHAINUCTHI, 3aKOHUYMBIINE HWHBIE 00pa30BaTEIbHBIC
yupexnaenus Poccniickoit @enepanumn.

3. NMpaBuAra

B xome cBoeit gpesarensHocTH  Boopyxennble Cunbl  Poccuiickoit @Denepanun
PYKOBOJCTBYIOTCSI COBOKYITHOCTBIO MPABWJI CACP)KUBAHUS, MPEIOTBPALICHUS U Pa3peIICHUS
BOCHHBIX KOH(GJIMKTOB B HHPOPMAIIMOHHOM ITPOCTPAHCTBE

‘BoeHHas nomutuka Poccunckon degepaumns HamnpaBneHa Ha HegonyweHWe TFOHKM
BOOPY>XEHWUN, CAOEpPXUBAHWE W NpenoTBpaLLEHME BOEHHbIX KOHQNMKTOB ...” (BoeHHas
poktpnHa Poccunckon depgepauunun, yTBepxkaeHHasa VYkasom [lpeaugeHta Poccuiickon
degepaunm ot 5 dpeBpans 2010 r., cT.17)

3.1 Deterrence and Conflict Prevention

Armed Forces of the Russian Federation in its implementation activities are guided
by the following rules of deterrence and prevention of military conflicts in the
information space:

.1 Develop a system to ensure security of the Armed Forces of the Russian
Federation, designed to contain and resolve armed conflicts in the information
space.

.2 To maintain the strength and means to ensure security in constant readiness to
repel threats to the military-political nature of the information space.

.3 Cooperate on a priority basis with the countries of the Collective Security
Treaty, the Commonwealth of Independent States and the Shanghai
Cooperation Organization, to expand the circle of partners and to develop
cooperation with them on the basis of common interest in strengthening
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international security in accordance with the provisions of the UN Charter and
other norms international law.

.4 Seek to conclude a UN treaty on ensuring international information security,
extends the application of generally recognized norms and principles of
international law on the information space.

.5 Take all possible measures for early detection of potential military conflicts in
the information space, as well as exposing the organizers of the conflict,
instigators and accomplices.

.6 Identify the factors and the occurrence of an escalation of the conflict and
establish control over them so as to avoid emergencies.

.7 To take urgent measures to counter the development (or exacerbation of
conservation) of the conflict and its transition into a state which significantly
increases the cost of settlement.

.8 Take steps to prevent the spread of conflict in the neighboring areas of
international relations and the settlement of the consequences of which will
require additional cost and effort.

.9 Take measures to neutralize the factors that gave rise to the conflict in order to
direct interaction between the conflicting sides in the direction of constructive
cooperation.

.10 Publicly, objectively and in a timely manner to explain the world community
causes and origins of the conflict. The formation of the necessary public opinion
involves the proper orientation and mobilization, to create a global information
space of an environment conducive to limit the possibility of a further escalation
of the conflict organized steps.

3.2 Conflict Resolution

"The Russian Federation considers it legitimate to use the Armed Forces and other
troops to repel the aggression against it and (or) its allies, and maintaining (recovery)
of the world to address the UN Security Council and other institutions of collective
security, as well as to protect its citizens, outside the Russian Federation in
accordance with generally recognized principles and norms of international law and
international treaties of the Russian Federation " (Military Doctrine of the Russian
Federation, approved by Presidential Decree of February 5, 2010, p. 20)
The Armed Forces of the Russian Federation, guided by the following rules resolve
armed conflicts in the information space:

.1 Resolving conflicts in cyberspace to carry out in the first place, by negotiation,
conciliation, appeals to the UN Security Council or to regional agencies or
arrangements or other peaceful means.

.2 In the case of tensions tend to avoid conflict transition in the extreme,
destructive forms of warfare, and especially those which may lead to
destabilization of international situation and the emergence of a crisis.




.3 With the escalation of conflict in the information space and its transition into a
crisis phase to exercise the right of individual or collective self-defense with any
elected ways and means, do not contradict the universally recognized norms
and principles of international law.

.4 In order to meet the challenges of individual and collective self-defense to
determine the required capacity of the response on the basis of national
democratic procedures, taking into account the legitimate interests of the
security of other states, as well as the need for international security and
stability.

.5 In the interests of individual and collective self-defense to place its forces and
means of ensuring security in the territory of other States in accordance with the
agreements worked out on a voluntary basis during the negotiations, and in
accordance with international law.

.6  During the conflict, keep the domestic and foreign media about the situation
and, based on public opinion, more effective de-escalation of its influence on
the development and consolidation of results achieved to resolve conflict of
contradictions.

4 Measures of trust

Armed Forces of the Russian Federation will seek to develop confidence-building
measures in military use of the information space. In particular, such measures
include:

.1 Exchange of national security concepts in the information space.

.2 The rapid exchange of information on crisis events and threats in the
information space and measures taken with regard to their settlement, and
neutralization.

.3 Consultations on the activities in the information space, which may cause
concern of the parties, and cooperation in resolving conflicts of a military nature.

Conclusion

In the present conditions of the Russian Federation's defense depends on the
effectiveness of the Armed Forces of the information space and is largely determined
by their capacity to deter, prevent and resolve conflicts that arise in cyberspace.

Armed Forces of the Russian Federation plan to address the challenges they face
defense and security, based on fundamental principles and rules of the Armed
Forces of the Russian Federation in the information space, as well as confidence-
building measures in the present conceptual views.
Realizing the true conceptual view, the Armed Forces of the Russian Federation will
seek to maximize the opportunities of the information space to strengthen national
defense, deterrence and prevention of military conflicts, military cooperation, as well
as the formation of an international information security for the entire world
community.
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