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What is Cyber Security?

 Cyber Security concerns the management,
coordination and the use of techniques and
tools for IT security and information security
aimed at:
 The protection of the own resources
and the disruption of the resources of
the aggressors, as well as
 Obtaining compliance with rules
and/or security policies
 Cyber Security is not a new concept or a new
idea, but it is the converging point both of
offensive and defensive capabilities.
 Derived from military and governmental
contexts it has gradually been adopted as a
new and wider tag for IT Security.
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Actors & reason of Cyber Security
Stakeholders

Crime

Cyber
Criminals

Examples
- Bank accounts thefts
(i.e. malware,
phishing, …)
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Effects

Economic gains

Financial loss

- Theft of intellectual
properties,

Propaganda

- Frauds
Activists

Anonymous attack in
defense of WikiLeaks
founder

Political and
social complaint

- Denial of
service
- Defacement

Intelligence
Agencies.
Companies

Theft of Gmail
accounts belonging to
Chinese dissidents

Industrial Spying

Dissidents
intimidation

Countries and
States

- USA attacks to
- Disable nuclear
IRAN with Stuxnet
capabilities
- DDOS IRAN attacks - Disable
to USA banks’
financial
websites.
services

Spying

War

Temporary
interruptions or
disruptions
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Cyber Attack Aim
Cyber Security attacks have three main targets:
 Denial of Service (DoS)
Interruption related to a service
availability.
 Information Disruption
Theft, destruction or information
alteration.
 Service Theft
Improper or fraudolent service use

 Jamming
 Electromagnetic Interference…..
 Tapping
 Falsification/ Alteration/ Copy…

 Spoofing radio frequencies….
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Cyber‐Security main aspects to evaluate


Cyber attacks are directed against computers, networks and data. They are intended to damage the integrity of the
data or infrastructure operation as well as to limit or discontinue the availability.



As suggested by national and international cyber security experts*, probably in this domain the following
important aspects must be evaluated:



1 Pooling and sharing: shared infrastructure and capacities, at the disposal of the Member States. Some cyber –
security areas are highly specialized and require significant investments. Such capabilities will have to be
integrated and used to serve all EU Countries. This model already works extremely well in the private sector, such
as antivirus companies, which operate through large international centers .
2 The creation of European standards for defense, public and private sectors: first of all standards help to
increase the quality, safety and security of products and to reduce costs and promote interoperability. Furthermore,
the adoption of cross standards allows the so-called " dual use ", available both for military and the civil sector.
3 The promotion of the information exchange on threats and incidents, helping the definition of the “shared
situational awareness " at European level.
4 Conducting cyber security exercises at European level, also extended to the private sector , in particular the
infrastructures involved in the delivery of critical services for each EU State and for the EU.
5 Enhancement of civil - military cooperation: the cyber -space consists for the most part by infrastructures
under private control . They should be defined in the new leanings that go beyond the concept of " public-private
partnerships " and the need to create a new system of cross defense of national and European cyberspace.
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Cyber‐Security and European Union - 1


From the second half of the first years of this decade, the issue of cyber-security has gained increasing importance for
the European Union. It could not be otherwise, if you think that Europe's digital economy amounted to over 500
billion euro per year.



The number of cyber-attacks remains persistent and in the early months of 2011, the Community institutions
themselves have been affected by two different attacks. The first, in January, focused on the Emissions Trading
System (EU ETS), the market in which companies buy shares which corresponds to the maximum amount of CO2
that are authorized to issue .



More recently, in March 2011, the EU Commission, specifically the European External Action Service (the
"diplomatic corps" of the EU) and to a lesser extent, the European Parliament computer systems, have been
temporarily put out of use, preventing officials access to e-mail from external terminals of Community offices.



Similar problems are encountered by private citizens. A "Eurobarometer" survey has shown, for example, that in
the last five years, 78% of internet users had problems with security and that 65% of them have been victim of
spam (unsolicited e-mail messages), 46% of them (i.e. almost one out of two) have instead found virus in their
computers.

.
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Cyber‐Security European Union- 2


If computer security threats are different and complex, responses must be equally with a broad spectrum.



In the EU the European Commission Strategy for a Secure Information Society, of 2006, defines the
security, of networks and information, as "the ability of a network or an information system to resist (...)
accidental events or malicious actions that compromise the availability, authenticity, integrity and
confidentiality of stored or transmitted data and services provided by or accessible via these networks and
systems”.



The CIIP (Critical Information Infrastructure Protection) includes "all activities of the owners or operators of
infrastructures aimed to ensure their operation above a minimum level of services in case of interruptions, attacks
or accidents.“



It is important to emphasize that United States are playing a relevant role in the field of cyber-security.
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Cyber‐Security and European Union- 3



There isn’t a single definition of cyber-crime. The very general definition provided by the European Commission,
in a Communication of 2007, includes "criminal acts committed against electronic communications networks and
information systems..”



Several are the tools used by the hackers for cyber attacks. These may be malware installed on a computer in a
targeted way and unknown to the user, in order to compromise the confidentiality, integrity and authenticity of data.
These computers can therefore be controlled remotely via the Internet, offering the possibility to install additional
malware on systems. Moreover is known that these malware are able to access the saved data, send it to the
attackers, editing or deleting them . The data entered by the user by the keyboard can be recorded and transferred to
the hacker. In this way they can also steals, inter alia , credit card numbers , e-banking data access or other
confidential user data .
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Cyber‐Security and European Union - 4


Realistically, it is not possible to achieve absolute protection against cyber attacks, so it should be given priority to an effective
combination of reactive and preventive capacity, within the framework of an approach aimed to minimizing risks, to limit damages
and to restore as soon as possible the normal operations.



The terrorists use cyberspace to spread their propaganda, radicalize supporters, recruit and train members, raise money, plan and
communicate actions, or to launch cyber attacks against critical infrastructures of a Country.



In February 2013, the European Commission published its strategy for cyber- security and proposed that Member States
provide themselves of a national capacity of coordination that also acts as focal point towards the established European
Authorities and the other Member States .



The European Council of December 2013 will deal with Security Policy and an integrated European Defense concept.
Between the targets there is the possibility to convene on the integration of the European defense systems. Among the
aspects that will be covered during the Council there is also the issue of cyber -security.
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Some examples of Cyber attacks in the world


In October 2009, within the Federal Department of Foreign Affairs (DFA) has been detected a malware aimed at
espionage activities. This malware remained hidden for a long time.



In June 2010 it was discovered a malware (Stuxnet) to damage Iran's uranium enrichment by introducing an error
in the control systems (SCADA).



To attack online banking services users, for years it has been used, among others, the Trojan ZeuS that steals
banking information .



In December 2010, the hacker group "Anonymous" attacked PostFinance, a Swiss Bank. The attack blocked the on
line banking services for an whole day. The origin of this reaction was the closure of WikiLeaks founder account,
Julian Assange.



In 2007, Russian activists massively attacked Estonian information and communication infrastructures due to the
removal of a Soviet soldier monument in Tallinn. During several days it was no longer possible to take advantage of
Internet services. Moreover, the government departments and businesses websites were vandalized with proRussian propaganda.
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The recent Flame virus provides a solid example of a complex
espionage tool collecting information across multiple countries
Flame Virus
Discovered May 28, 2012

Target Countries

Lebanon

Syria
Iran

Israel

Egypt

Saudi Arabia

 More complex than Stuxnet and Duqu
Sudan

 Can record conversations, take
screenshots, and connect to
Bluetooth enabled devices
«Flame-like» tools can be easily used by competitors to steal intellectual property, production information, etc.

Source:

CNN news; CBS news; BBC news; UK Computing news; Intellium analysis
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Cyber‐Security and Italy



To elaborate a national Cyber Security Strategy the first question that should be answered is if and how our
Country is able to protect public, private and national assets, more precisely if our country has enough
capability to deal with the new threats scenario, recently outlined through events of increasing severity.
Obviously Italy needs to harmonize the Italian strategy with the principles delivered at EU level.



The DPCM of 24th January 2013 has defined the national strategies in the area of cyber -security. Italy is not
adopting a "National Competent Authority on security of networks and information”. The abovementioned DPCM
establishes the “Operations Centre” at the Military Advisor Office of the Prime Minister, with the responsibility to
perform the typical functions of a CERT (management of incidents and national crisis, as well as the sharing of
information between all relevant bodies). The expected National CERT will report directly to the Ministry of
Economic Development.



Efforts to protect cyberspace from the abuses through rules and standards agreed at international level are
obviously in the interest of Italy.
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Organizational Model DPCM 24th January 2013 (1/2)

PCM:
Presidency of Ministers Council
COPASIR: Parliamentary Committee for Republic Security
CISR:
Interministerial Committee for Republic Security
ADSR:
Delegated Authority for Republic Security
DIS:
Security Information Department
AISE:
External Agency Information and Security
AISI:
Internal Agency Information and Security
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Organizational Model DPCM 24th January 2013 (2/2)
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Cyber‐Security General considerations



Transparency and trust are fundamental and necessary. They must be implemented trough a permanent
exchange of information, extending the cooperation in the joint management of the crisis, especially in the
Mediterranean basin. In this context it is also essential to involve stakeholders such as associations, foundations,
interested organisations, international working groups.



The management of cyber-risk has to be considered a cross-cutting task that should be taken within a coordinated
process by economy institutions, directors of critical infrastructures, systems providers and competent Authorities.



All the stakeholders should be aware and involved when necessary in the process, starting from the technicaladministrative level up to the political-strategic decision makers .



The cyber-risks do not stop at the borders of individual States. For a realistic risks analysis an international
cooperation is required. It is therefore necessary to intensify the exchange of information on experiences,
research and development in this domain.
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A “proactive” approach to Cyber Security

Technologies

Source:

RESI Group IT

A “proactive” approach to Cyber Security
 Managers of critical infrastructures and organizations working with high-tech systems
should add more functionalities for a proactive approach that provides visibility onto
attacks
 Companies should consider compliance with security standards as one of the targets
to be achieved

TECHNOLOGY

PROCESS

- Augment monitoring mechanisms with a

- Keep up to date with the threat landscape,
- Prevent social engineering techniques
through education and continuous
training,
- Establish relationships with governmentsponsored security institutions and provide
an information sharing
- Improve
your
incident
response
capabilities,
- Assume you are compromised!

threat-based monitoring solution,
- Consider the adoption of behavioral-based
and reputation scoring controls,
- improve situational awareness,
- Introduce CERT actionable technologies,
- Adopt network forensics tools

18

ENAV S.p.A. mission
 ENAV contributes to the efficiency of the national transport system by ensuring the
safety and regularity of movements of flights within the airspace of responsibility of Italy
to all categories of users, complying with the international obligations of the Country and
safeguarding national security and sovereignty.
 ENAV accomplishes this delicate tasks ensuring that thousands of aircrafts daily fly in
complete safety within the Italian skies, following harmonic traffic flows.
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ENAV S.p.A. mission and strategic role

… participates in the system of
national security for the protection of
the best interests of the Republic and
constitutional values, such as the
protection of human life in flight and
on the ground, the freedom of
movement, security, efficiency and
regularity of air transport.
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ENAV – Regulatory framework of the sector

ICAO AN 17
Doc. 8973
Doc 9985

Commission
Regulation
No
1035/2011

ECAC
Doc. 30

Commission
Regulation
No 73/2010

NATIONAL
REQUIREMENTS

ICAO e European Union define as
mandatory for Air Navigation Providers the
implementation and maintenance of a
Security Management System
and contingency processes
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Commission Regulation No 1035/2011
Annex I, Chapter 4
SECURITY
1.

Air navigation providers establish a security management system to ensure:


the protection of systems and personnel in order to prevent any unlawful interference linked to services
supply;

 the security of operational data they receive, produce or use, so that their access is restricted to authorized
persons only.
2.

Security Management System define:
 procedures relating the evaluation and reduction of the risk in the security sector, the security control and
improvement , the evaluation of security and disseminantion of learned lessons;

 instruments designed to detect breaches of the rules of safety disposition and to alert staff with appropriate
security warnings;
 The means to mitigate the effects of security breaches and identify measures to restore the level of security and
procedures to minimize such events in order to prevent its recurrence.
3.

The air navigation services providers, if necessary, ensure that staff is provided with appropriate security clearance
and coordinate with the expert civil and military authorities to ensure the security of systems, personnel and
data.

4.

Technical-operational security, quality and protection management systems can be designed and operated as a single
integrated management system.
22

ENAV SOC – Security centralized management
Centralized Security Management
With appropriate:
• Processes and Procedures
• Technology
• Capacities

SOC cooperate with
IT &
Network
Operation
Centers

Internal and external subjects
for the maintenance
of the expected service levels

Outsourcers

ATS Units
and
Corporate
SOC

ISO27001
Certified

Partners

ATM
security
Department

EU ANS
Providers
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Cyber-Security in the aviation field
Cyber Security has assumed increasing importance in the context of civil aviation:

 All along navigation and air transport critical services trust on electronic and computer
systems, including critical functions for security.

 The increased complexity of the systems and their interconnection level make security
vulnerabilities and related threats free to spread from one system to another (systemic
risk).
 Likewise, the growing interdependence between systems increases the incidence and
impacts resulting from security incidents.
 The evolution process and transformation of technologies for aviation use has produced a
progressive use of systems and technology "consumer” native of the IT Industry, not
entirely suited to address unique and specific needs of aeronautical field.
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Air navigation and air transport - Lesson learned
The terrorist attack of 11th September
caused huge effects not only in terms of
victims, but several consequences of
economic
and
social
nature,
in
international relations and on health.
The adoption of a strategy of multiple
attacks
has
reduced
defense
capabilities, also due to internal rigidities
and the failure of the protection chain.
The effects on air transport and on the
damages have been considerable for a
long time thereafter.
The impact on the consequent
segregation need of the airspace
generated serious consequences on
essential services.
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Drones & Cyber-Security
 Technological development of Drones closely linked the inevitable and continuous affirmation
of robotics, has opened a promising chapter in the aviation history, with applications not only
from the military point of view and applicable also to the maritime and land transport.
 The integration of Drones in commercial traffic and their use within cross-border flights in future,
coupled with developments of initiatives such as SESAR, could open up new scenarios and great
opportunities of business.
 The Drones has three basic components:
 Human element

 Hardware (H/W) both of air segment and the air station (GCS - Ground Control Station - or any
other remote element) to control the aircraft
 Software (S/W) that represent the interface between the hardware and the human element and it
makes possibile working with the aircraft.
Interaction between these three elements could be the target of cyber attacks linked to possible
interferences and international obstacles on the command and control links between the
aircraft and GCS, as well as cyber attacks against APR platform, to its SW command, to
navigation systems.
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Drones & Cyber-Security 2
 The data link between the flying platform and the command knot, control and communication,
through radio connection, in Up-Link and Down-Link, is the basic segment within the cyberspace
that allows to associate information flows to decisional processes.
 Some recent events shown the huge impact that threats can have on Drone security systems
connected in the network.

APR Lockheed Martin RQ-170 Sentinel captured
by Iranian forces by cyber attack (Hypothesis:
Fake GPS signal injection tricks the drive system)
Uno Schiebel S-100 Camcopter falls
on its GCS near Incheon, in the North
of Corea (Hypotesis: Signal noise
North of Corea GPS)
Skygrabber. In 2009, militants in Iraq were able to intercept
and store a lot of video feeds of U.S. APR Predator April, only
through the use of SkyGrabber, software downloaded from
Internet for few money.
[Source http://theaviationist.com/tag/skygrabber]
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Cyber-Security and Technology for Drones
 The full involvement from the beginning of the activity, in a systemic way, of public and private
stakeholders, will allow to prevent potential impacts on Safety deriving from possible
operational and regulatory problems and/or security criticalities.
 The operations of Drones should not have a negative impact on the general objectives for
aviation safety/security;
 They should not require significant changes to Air Traffic Management procedures
 They should not have a negative impact on the air traffic control service.
 A CEO of an American aerospace industry has imagined that the the next logical development related
to UAV, should be a computerized system which allows to the ATC Unit to take the control of the
aircraft when needed. For example, this system is expected to be triggered when the driver will send
an encrypted signal to the ATC unit at the exact moment when an hijacker is breaking into the
cockpit.
.
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Cyber-Security and Technology for Drones - 2

 The drone’s technology, in the form of devices such as "Robolander" and computerized
systems to control the aircraft, are considered especially in the United States as measures to
struggle air terrorism . The device "Robolander", as far as is known, uses the technology of
unmanned and it was created by the aerospace industry to improve aviation safety.
 Aside from the "Robolander", it seems that the engineers and the aerospace industry are attempting
to develop systems for air traffic control of the future, a computerized system that would transfer
the control of an aircraft to air traffic controllers, as well to make it even remotely land. It also
would include a computer designed to steer away from high buildings if pilots are not able to
respond to provided warnings.
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Cyber-Security and Technology for Drones - 3
 Technology has changed the way we operate and think, and it is necessary to develop a new
imagination to anticipate the possible consequences from cyber attacks.
We are in fact moving from the concept of cyber defense to the cyber resilience : cyber defense,
indeed, tries to prevent enemies from entering into their systems while cyber resilience instead
is aimed at making the systems more difficult to exploit cyber space.
To do this, probably we need to mature and to employ technologies inherently polymorphic
that reduce the time in which a system can remain static, so as to complicate the attack of an
intruder and force him to leave behind a greater amount of forensic scientific evidences.
For drones this will mean focusing on data link with a wide variety of waveforms, allowing greater
spectral mutability, in order to increase jamming and spoofing resistance, and also provide the
flexibility needed when the bands of the spectrum may be lost for commercial uses .
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Cyber-Security and Technology for Drones - 4
 The drone’s technology seems to be an advanced measure to oppose hijackings, this measure
has some important issues that must be considered before use, specifically:
 Once the airliner navigation system is stuck, it is impossible for the crew of the airline to escape
from it if onboard circumstances change
 The drone’s technology can have problems either due to on board technical faults or due to ATC
technical problems.
 These systems, however, cannot prevent a bomber suicide attack who intends to detonate a bomb
within the aircraft or avoid attacks by anti-aircraft artillery and manpads.
 Cyber Security aspects make necessary the definition of an appropriate strategy for the
security of the entire network infrastructure (wired and wireless) with the need to analyze
and identify on time any areas of vulnerability and potential threats , so as to implement
appropriate forms of protection , by eliminating any risk or mitigating it up to make it
acceptable .
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